DEPARTMENT OF THE TREASURY
OFFICE OF FOREIGN ASSETS CONTROL

SETTLEMENT AGREEMENT

This settlement agreement (the “Agreement”) with respect to _ is made by
and between the U.S. Department of the Treasury’s (the “Department”) Office of Foreign Assets
Control (OFAC) and Extreme Networks Inc. (“Extreme”) including its subsidiaries, assignees,
successors, and affiliates worldwide (collectively, “Respondent™).

I. PARTIES

OFAC administers and enforces economic sanctions against targeted foreign countries,
regimes, terrorists, international narcotics traffickers, human rights abusers, and proliferators of
weapons of mass destruction, among others. OFAC acts under Presidential national emergency
authorities, as well as authority granted by specific legislation, to impose controls on transactions
and freeze assets under U.S. jurisdiction.

Extreme is a North Carolina headquartered artificial intelligence and cloud networking
solutions provider that employs over 2,800 employees across offices in 29 countries. Extreme’s
former Russian subsidiary, Extreme Networks Rus LLC (“Extreme Russia”), sold branded
networking products and services in Russia and provided post-sale customer support until it
closed operations in March 2022.

II. APPARENT VIOLATIONS

Between September 2018 and March 2022, Extreme appears to have violated § 589.201
of the Ukraine-/Russia-Related Sanctions Regulations (URSR), 31 C.F.R. part 589, on nine
occasions when it approved and exported networking equipment or services from the United
States to Joint Stock Company (JSC) Moskovskiy Mashinostroitelniy Zavod Avangard (MMZA)
(the “Apparent Violations™). Since 2002, MMZA has been a majority owned subsidiary of JSC
Concern Almaz Antey (“Almaz Antey”), a Russian state-owned defense company that
manufactures air defense systems, missiles, and other materiel, and which was designated by
OFAC on July 16, 2014 pursuant to Executive Order (“E.O.”) 13661. At all relevant times,
therefore, MMZA was a blocked person with which U.S. persons were generally prohibited from
dealing. The U.S. Department of State designated MMZA on June 28, 2022, pursuant to
E.O. 14024, and OFAC added MMZA to the SDN List.

Pursuant to OFAC’s Economic Sanctions Enforcement Guidelines, 31 C.F.R. part 501,
Appendix A (the “Enforcement Guidelines”), OFAC determined that the Apparent Violations
were voluntarily self-disclosed and constitute an egregious case.

III. FACTUAL STATEMENT

In March 2018, Extreme Russia purchased from the Russian subsidiary of a U.S.
networking business that specialized in business communications customer accounts and
underlying contracts for the provision of telecommunications equipment and related services.
MMZA was named as an end-user on one of the contracts in the purchase agreement. Extreme
reviewed and approved Extreme Russia’s purchase agreement and the underlying contracts in



Extreme Networks Inc.

March 2018, including an underlying contract naming MMZA as the end-user, but did not
conduct sufficient due diligence to recognize that MMZA was blocked pursuant to OFAC’s 50
Percent Rule. Sales to MMZA before the March 2018 acquisition had been associated in
business documentation with another Russian company, Dmitrovskiy Experimental Mechanical
Plant (DEMZ), even though MMZA was the ultimate recipient.

Between September 2018 and September 2021, Extreme Russia continued dealing with
MMZA, including by receiving nine additional purchase orders (POs) for hardware and software.
Pursuant to these nine POs, Respondent exported hardware (e.g., routing switches, ports, and
power supplies), cloud and software subscriptions, and software from the United States. MMZA
was the ultimate recipient for each of these POs, even as associated business records continued to
falsely name DEMZ as the end-user rather than MMZA.

During this period, Extreme Russia dealt directly with MMZA, through MMZA email
addresses, and treated MMZA as the customer on sales of Extreme products in the course of pre-
sales activities (such as product and solution demonstrations), product training, and post-sales
product support. At least three of the emails Extreme Russia received from MMZA staff also
referenced Almaz Antey in the signature block. Extreme Russia’s engagement with MMZA also
included multiple meetings with MMZA staff, at least two of which were held at MMZA’s
offices in Russia.

Notwithstanding Extreme Russia’s direct engagement with MMZA, none of the nine POs
or their business records identified MMZA as the end-user. Instead, Extreme Russia repeatedly
falsely identified DEMZ as the end-user despite the fact that MMZA was the ultimate recipient
of the products. Extreme Russia’s efforts to conceal MMZA as the true end-user included
referencing DEMZ instead of MMZA’s name within Extreme’s internal customer database and
instructing MMZA staff to list DEMZ as their company’s name when applying for Extreme’s
proprietary online portal, which enabled MMZA to track contracts, submit support cases, and
engage with technical tools.

For its part, Extreme provided technology support services, compliance reviews,
approval, and supervised Extreme Russia staff during the fulfillment of the nine POs.
Additionally, Extreme’s U.S.-led Global Trade Compliance (GTC) office conducted compliance
screening for each of the nine POs. However, Extreme missed numerous indications that
MMZA was involved in the transactions and was the ultimate end-user. Even though all nine
POs falsely listed DEMZ as the end-user, seven of the POs referenced MMZA email addresses
or MMZA'’s office address in Moscow, Russia as the ultimate destination for the associated
goods.

Respondent appeared to recognize the MMZA link during review of several of the POs
and asked its third-party distributor about the connection between DEMZ and MMZA. The
third-party distributor, who sought advice from Extreme Russia prior to responding, first
indicated that MMZA’s domain was correct for DEMZ. In response to a subsequent inquiry
from Respondent, the third-party distributor said it had made a mistake and provided a DEMZ-
affiliated website. The third-party distributor also asked if it could simply file an end-use
statement to assuage Respondent’s concerns, which Respondent accepted. Furthermore,
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Extreme’s Regional Director for Northern and Eastern Europe, who supervised Extreme Russia
staff, also received activity reports that mentioned meetings between MMZA and Extreme
Russia in Moscow, Russia. Although Extreme had access to a due diligence and screening
resource as early as 2020 that would have likely revealed Almaz Antey’s ownership of MMZA,
Extreme did not perform the inquiry necessary to identify that relationship until after the conduct
at issue ceased.

Respondent also failed to stop MMZA personnel from registering for Extreme’s
proprietary online portal. MMZA personnel listed DEMZ as their company name when
registering for access (per Extreme Russia’s instructions) but still used their MMZA email
addresses. Although the portal registrations were initially held up by a company-wide policy to
review carefully all dealings involving Russia, Respondent ultimately approved the registration
requests, including in one case after not receiving a response to a diligence question sent to one
of the listed MMZA email addresses.

As a result of the above shortcomings, Respondent exported the networking equipment or
services from the United States to fulfill the nine POs. Extreme withdrew from the Russian
market in March 2022, following Russia’s further invasion of Ukraine. In October 2022,
Extreme became aware of the conduct at issue and submitted a disclosure to OFAC.

IV. TERMS OF SETTLEMENT
OFAC and Respondent agree as follows:

1. In consideration of the undertakings of Respondent in paragraph 2 below, and subject to
the breach provisions of this Agreement in Subparagraphs 2.D and 2.E below, OFAC
agrees to a monetary settlement in the amount of $1,529,685 and agrees to release and
forever discharge Respondent, without any finding of fault, from any and all civil liability
in connection with the Apparent Violations arising under the legal authorities that OFAC
administers. Respondent’s obligation to pay OFAC the portion of the settlement totaling
$487,861 arising from the Apparent Violations shall be deemed satisfied up to an equal
amount by payments in satisfaction of Respondent’s obligations under its Non-
Prosecution Agreement with the U.S. Department of Justice arising out of the same
conduct, such that Respondent is obligated to pay $1,041,824 to the Department pursuant
to this Agreement.

2. In consideration of the undertakings of OFAC in paragraph 1 above:

A. Respondent agrees, no later than 15 days after both OFAC and Respondent have
signed this Agreement, to: pay the Department the amount of $1,041,824.
Respondent’s payment must be made by electronic funds transfer in accordance with
the enclosed “Electronic Funds Transfer (EFT) Instructions.” Unless otherwise
arranged with the Department’s Bureau of the Fiscal Service, Respondent must
indicate payment by electronic funds transfer by checking the box on the signature
page of this Agreement.
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B. Respondent agrees to waive (1) any claim by or on behalf of Respondent, whether
asserted or unasserted, against OFAC, the Department, or its current or former
officials and employees arising out of the facts associated with the enforcement
matter that resulted in this Agreement, including but not limited to OFAC’s
investigation of the Apparent Violations; and (2) any possible legal objection to this
Agreement at any future date.

C. Compliance Commitments: By entering into this Agreement, Respondent
represents that Respondent, including its senior management, recognizes the
seriousness of apparent violations of the laws and regulations administered by OFAC,
and acknowledges its understanding of the Apparent Violations at issue. Respondent
also (1) represents that it has terminated the apparently violative conduct described
above; and (2) has established and will maintain for at least five (5) years following
the execution date of this Agreement a sanctions compliance program, and associated
measures, designed to minimize the risk of recurrence of similar conduct.

Specifically, as part of these sanctions compliance measures, Respondent agrees to
the following Compliance Commitments:

(1) Management Commitment:

a. Senior management has reviewed and approved Respondent’s sanctions
compliance program, including compliance enhancements implemented in
response to the Apparent Violations and related sanctions compliance risks.

b. Respondent’s compliance unit(s) is (are) delegated sufficient authority and
autonomy to deploy its policies and procedures in a manner that effectively
controls Respondent’s sanctions risk.

c. Respondent’s compliance unit(s) receive(s) adequate resources—including in
the form of human capital, expertise, information technology, and other
resources, as appropriate—that are relative to Respondent’s breadth of
operations, target and secondary markets, and other factors affecting its
overall risk profile, as informed by the risk assessment described in
paragraph (2) below.

d. Respondent promotes a “culture of compliance” throughout the organization.

e. Respondent will implement any additional necessary measures to reduce the
risk of recurrence of apparent violations in the future.

f. Respondent has hired, and will continue to employ, a Senior Product Counsel
(or similar role) to assume a leading role in Respondent’s efforts to ensure

compliance with sanctions and export controls.

(2) Risk Assessment:
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a.

Respondent conducts a sanctions risk assessment in a manner, and continues
to do so with a reasonable frequency, that adequately accounts for potential
sanctions compliance risks. Such risks could be posed by its clients and
customers, products, services, supply chain, intermediaries, counterparties,
transactions, or geographic locations, depending on the nature of the
organization.

Respondent has developed a methodology to identify, analyze, and address the
particular risks. The risk assessments will be updated to account for the
conduct and root causes of any apparent violations or systemic deficiencies
identified by Respondent during the routine course of business, for example,
through a testing or audit function.

Respondent will, in future mergers or acquisitions, conduct reasonable
sanctions due diligence, including, as relevant, requesting and screening a
complete list of the purchased or merged entity’s customers, end-users, and
other relevant relationships (e.g., banks) acquired in connection with the
merger or acquisition.

(3) Internal Controls:

Respondent has designed and implemented written policies and procedures
outlining its sanctions compliance program. These policies and procedures
are relevant to the organization, capture Respondent’s day-to-day operations
and procedures, are easy to follow, and designed to prevent employees from
engaging in misconduct.

Respondent has implemented internal controls that adequately address the
results of its sanctions risk assessment and profile. These internal controls
should enable Respondent to clearly and effectively identify, interdict,
escalate, and report to appropriate personnel within the organization
transactions and activity that may be prohibited by OFAC. Respondent has
selected and calibrated information technology solutions in a manner that is
appropriate to address Respondent’s risk profile and compliance needs, and
Respondent routinely tests the solutions to ensure effectiveness.

Respondent’s sanctions-related recordkeeping policies and procedures will
adequately account for its requirements pursuant to the sanctions programs
administered by OFAC.

Upon learning of a weakness in its internal controls pertaining to sanctions
compliance, Respondent will take immediate and effective action, to the
extent possible, to identify and implement compensating controls until the
root cause of the deficiency can be determined and remediated.
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c.

Respondent has clearly communicated its sanctions compliance program’s

policies and procedures to all relevant staff, including relevant gatekeepers
and business units (e.g., customer acquisition, payments, sales, etc.) as well
as, where applicable, external parties acting on behalf of Respondent.

Respondent has appointed personnel to integrate the sanctions compliance
program’s policies and procedures into Respondent’s daily operations. This
process includes consultations with relevant business units and confirms that
Respondent’s employees understand the policies and procedures.

Respondent has, and will continue to have, standardized procedures for due
diligence on mergers and acquisitions of corporate entities or assets,
implemented new screening software, expanded end-user diligence through
the collection of end-user certificates and additional independent research, and
expanded screening parameters to include accounts and account contacts.

(4) Testing and Audit:

Respondent will ensure that the testing or audit function is accountable to
senior management, is independent of the audited activities and functions, and
has sufficient authority, skills, expertise, resources, and authority within the
organization.

Respondent will ensure that it employs testing or audit procedures appropriate
to the level and sophistication of its sanctions compliance program and that
this function, whether deployed internally or by an external party, reflects a
comprehensive and objective assessment of Respondent’s sanctions-related
risks and internal controls.

Respondent will ensure that, upon learning of any test result, audit finding, or
other assessment of a failure or deficiency related to its sanctions compliance
program, it will take immediate and effective action to identify and implement
compensating controls until the root cause of the deficiency can be determined
and remediated.

Respondent agrees to expeditiously identify for OFAC any apparent sanctions
violation identified through such audits.

Respondent has, and will continue to maintain, expanded screening
parameters to include accounts and account contacts and are examining
whether they can expand to include additional user information, such as web
and email domains.
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(5) Training:

a. Respondent will ensure that its sanctions-related training program provides
adequate information and instruction to employees and, as appropriate,
stakeholders (for example, clients, suppliers, business partners, and
counterparties) in order to support Respondent’s sanctions compliance efforts.

b. Respondent will provide sanctions-related training with a scope that is
appropriate for the products and services that Respondent offers; the
customers, clients, and partner relationships it maintains; and the geographic
regions in which it operates.

c. Respondent will provide sanctions-related training with a frequency that is
appropriate based on its sanctions risk assessment and risk profile and, at a
minimum, at least once a year to all relevant employees.

d. Upon learning of a confirmed negative testing result or audit finding, or other
deficiency pertaining to its sanctions compliance program, Respondent will
take immediate and effective action to provide appropriate training to relevant
personnel.

e. Respondent will ensure that its training program includes easily accessible
resources and materials that are available to all applicable personnel.

f. Respondent has provided GTC and order management teams with refresher
training sessions focusing on trade controls, including specifically, OFAC
sanctions. Additionally, Respondent has, and will continue to have, annual
training for employees in customer-facing roles (e.g., sales, supply chain,
order management), and will continue to ensure that these trainings will cover,
among others, OFAC sanctions compliance.

(6) Cooperation with OFAC: Respondent agrees to cooperate fully with OFAC in
any and all matters under investigation by OFAC, including any investigation of
Respondent, or any of its present or former owners, officers, directors, employees,
agents, consultants, and any other person within its authority or control.
Respondent agrees that its cooperation pursuant to this paragraph shall include,
but not be limited to, timely providing upon request, as determined by OFAC, any
information, testimony, document, record, or other tangible evidence about which
OFAC may inquire of Respondent, as well as making available for interview or
testimony any present or former owner, officer, director, employee, agent,
consultant of the Respondent, or any other person within its authority or control,
to the extent permitted by applicable U.S. law. This obligation includes, but is not
limited to, sworn testimony pursuant to an administrative subpoena or a request
for information. Respondent further agrees that it shall timely and truthfully
disclose all relevant or responsive evidence and factual information related to any
conduct or activities of Respondent, and those of its present and former owners,
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directors, officers, employees, agents, consultants, and any other person within its
authority or control, that may constitute a violation of U.S. sanctions administered
by OFAC, provided such evidence or information is not subject to legal privilege
and within Respondent’s possession or control.

(7) Annual Certification: On an annual basis, for a period of five years beginning
180 days after the date this Agreement is executed, a senior-level executive of
Respondent will submit (1) a certification to OFAC confirming that Respondent
has implemented and continued to maintain the sanctions compliance measures as
committed above; and (2) a written explanation that provides substantive details
regarding how Respondent is meeting all the Compliance Commitments detailed
in Subparagraph 2.C of this Agreement.

D. Should OFAC have reason to believe that a breach of, or misrepresentation in or
pursuant to, this Agreement has occurred, including due to a failure to specifically
perform or fulfill completely each of Respondent’s Compliance Commitments,
OFAC will provide written notice to Respondent of the breach or misrepresentations
and provide Respondent with 30 days from the date of Respondent’s receipt of such
notice, or longer as determined by OFAC, to provide a response demonstrating that
no breach or misrepresentation has occurred, or that any breach or misrepresentation
has been cured. Respondent will make available to OFAC any underlying evidence
relevant to any such potential breach or misrepresentation, as appropriate, to the
extent that such evidence is within Respondent’s possession or control.

E. If, after receiving such response, OFAC determines, in its sole discretion, that a
breach of, or misrepresentation in or pursuant to, this Agreement has occurred,
including due to a failure to specifically perform or fulfill completely each of the
Respondent’s Compliance Commitments, OFAC will provide notice to Respondent of
its determination. In such event, OFAC may re-open its investigation with respect to
the Apparent Violations and may impose on Respondent a civil monetary penalty in
an amount up to the applicable statutory maximum of $3,399,300 in connection with
the Apparent Violations. Any such investigation may be premised on information
provided by Respondent or its present or former owners, directors, officers,
employees, agents, consultants, or any other person. Respondent agrees that the
statute of limitations applying to the Apparent Violations shall be deemed tolled until
a date 365 days following Respondent’s receipt of notice of OFAC’s determination
that a breach of, or misrepresentation in, this Agreement has occurred.

F. Should the Respondent engage in any violations of the sanctions laws and regulations
administered by OF AC—including those that are either apparent or alleged—OFAC
may consider Respondent’s sanctions history, or its failure to employ an adequate
sanctions compliance program or appropriate remedial measures associated with this
Agreement as a potential aggravating factor consistent with the Enforcement
Guidelines.
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3.

This Agreement does not constitute a final agency determination that a violation has
occurred and shall not in any way be construed as an admission by Respondent that
Respondent engaged in the Apparent Violations.

OFAC may, in its sole discretion, post on OFAC’s website this entire Agreement and/or
issue a public notice describing the conduct underlying this Agreement, including the
identity of any entities involved, the settlement amount, and a description of the Apparent
Violations, as well as OFAC’s application of the Enforcement Guidelines.

The certifications to OFAC required under this Agreement shall be submitted to OFAC by
email at OFAC Compliance Certification@treasury.gov, addressed to Assistant Director,
Enforcement Division, Office of Foreign Assets Control, Freedman’s Bank Building, U.S.
Department of the Treasury, 1500 Pennsylvania Avenue, NW, Washington, DC 20220.

Respondent agrees that it shall not, nor shall its owners, directors, officers, employees,
agents, representatives, consultants, or any other person authorized to speak on its behalf
or within its authority or control, take any action or make any public statement, directly or
indirectly, contradicting any terms of this Agreement, including any fact finding,
determination, or conclusion of law in this Agreement. OFAC shall have sole discretion
to determine whether any action or statement made by Respondent, or by any person
under the authority, control, or speaking on behalf of Respondent contradicts this
Agreement, and whether Respondent has repudiated such statement.

Respondent agrees that if a court of competent jurisdiction considers any of the provisions
of this Agreement unenforceable, such unenforceability does not render the entire
Agreement unenforceable. Rather, the entire Agreement will be construed as if not
containing the particular unenforceable provision(s), and the rights and obligations of
OFAC and Respondent shall be construed and enforced accordingly.

This Agreement expresses the complete understanding of OFAC and Respondent
regarding resolution of OFAC’s enforcement matter involving the Apparent Violations.
No other agreements, oral or written, exist between OFAC and Respondent regarding
resolution of this matter.

Respondent agrees that the provisions of this Agreement are binding on its owners,
directors, officers, and as applicable to its employees, agents, consultants, and any other
person within its authority or control. If Respondent (1) sells any of its operating
divisions, subsidiaries, affiliates, business units, operations, or assets, or any portion
thereof, that were involved in the activities that are the subject of this Agreement, (2) is a
party to a corporate merger or restructuring, or (3) is acquired by another party
(collectively, (1)—(3) being “purchased or merged entities”), then such purchased or
merged entities shall be bound by and fully responsible for all terms and conditions of this
Agreement to the same extent as Respondent. Respondent further agrees to notify OFAC
60 days prior to such event. Respondent further agrees to notify the purchaser or other
responsible party in writing and to require the purchaser or other responsible party to
acknowledge in writing, prior to the sale, merger, restructuring, or acquisition event that
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10.

11.

the purchased or merged entities shall be bound by the terms and conditions of this
Agreement to the same extent as Respondent.

Respondent affirms that it agrees to and approves this Agreement and all terms herein
freely and voluntarily and that no offers, promises, or inducements of any nature
whatsoever have been made by OFAC or any employee, agent, or representative of OFAC
to induce Respondent to agree to or approve this Agreement, except as specified in this
Agreement.

Respondent’s Duly Authorized Representative, by signing this Agreement, hereby
represents and warrants that the Duly Authorized Representative has full power and
authority to execute and agree to this Agreement for and on behalf of Respondent, and
further represents and warrants that Respondent agrees to be bound by the terms and
conditions of this Agreement.

[THIS SPACE INTENTIONALLY LEFT BLANK]
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Respondent accepts the terms of this Agreement on this 215t day of October , 2026

Signature

Edward (Ed) Meyercord 111

Respondent’s Printed Name (or in the case of an
entity, the name of Respondent’s Duly Authorized
Representative)

President and Chief Executive Officer
Printed Title of Respondent’s Duly Authorized
Representative and Name of Entity (if applicable)

X Please check this box if you have not enclosed payment with this Agreement and will instead be paying or
have paid by electronic funds transfer (see paragraph 2(A) and the EFT Instructions enclosed with this
Agreement).

: Digitally signed by Bradley T. Smith

Date: Bradley T. Smith = pic50702 oa3s40 0400

Bradley T. Smith
Director

Office of Foreign Assets Control
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